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Tailiunayh ngd ncai tph nm mSophos b ov cacmaytr m, maych! clah
th" ng.

Ph nm ms cai t

Sophos Enterprise Console :Ph nm mqu n tr#t$p trung
Sophos protection software : Ph nm m danh cho may tr m bao g%n ¢ may ch!.
Sophos Encryption Software : Ph nm m ma hoa full-disk n&u bao g%n trong license

Cacgbéis nph mc aSophost ng ng

Sophos Anti-virus Business

Sophos Endpoint Protection Business
Sophos Endpoint Protection Advanced
Sophos EndUser Protection

Sophos EndUser Data Suite

Sophos EndUser Web Suite

Sophos Complete Security Suite

Dot NET Framework 4.0

http://www.microsoft.com/en-us/download/details.aspx?id=24872

Enterprise Console: IP address discovery

http://www.sophos.com/en-us/support/knowledgebase/16436.aspx

Discovery Computer fail

http://www.sophos.com/en-us/support/knowledgebase/54314.aspx

H ngd nt oAccount:

http://www.sophos.com/en-us/support/knowledgebase/113954.aspx

H ngd n backup restore: DataBackupRestore

http://www.sophos.com/en-us/support/knowledgebase/114299.aspx




T iph nm m Enterprise Console.

Ki mtrayéuc uh th"ng.

T otai kho ntrén Windows n&u c n.
Chu' n b#cai t.

Cai t Enterprise Console.

T iph nm m Protection va Encryption.
T o céac nhom.

Thi&t I$p chinh sach b o m$t.

Tim ki&mn may tinh.

Chu' nb#cai tlén maytr m.

Cai tlénmaytr m.

Cai tph nm m mahoéan&u céd (ph thu(c license).
Ki mtratinhtr ngc!am ng.

! #$ %

&( )+,-.,/0/
Cac i ml uytrong license nh sau:

Start Date: th i gian license c active (ho t ( ng).
o N&i ngay angcai tch a &nngay Start Date thi lic nh$p

Username/Password c! a license vao ph nm ms) khoéng c.Tr ngh p
nay néns d ng license Trial 1 thangtr c.

Expiry Date: Th i gian license h& h n

Username: Tai kho ndung  download ph nm mvab nc$p nh$tt* Sophos ngay

chinh trong ph nm m

Password: M$t kh* uc n  nh$p.

LICENSE QUANTITY PRODUCT START DATE EXPIRY DATE
NUMBER
1“— 1 Endpoint Protection - Business - Competitive Subscriptior '~1->1‘ 13982014
Upgrad
Credentials
LICENSE NUMBER PRODUCT USERNAME PASSWORD

:— Endpoint Protection - Business - Competitive ~ ‘



ti

cph nm m,ng iqu ntr#fc nt om(ttaikho nt iwebsite c! a Sophos.

Taili uh ngd nt* Sophos: http://www.sophos.com/en-
us/support/knowledgebase/111195.aspx
Videoh ngd n +ng ky: http://www.youtube.com/watch?v=mtN9p6BSpNI#!

Vao link + ng ky: https://secure2.sophos.com/en-us/mysophos/registration.aspx
i nthong tin: Email, Tén, h, , m$t kh' u

Welcome to MySophos
Register for a MySophos Account

A MySophos account provides you with access to your licensed product downloads, free
tools, SophosTalk, and other Sophos resources, using a single login and password

Find out more about MySophos

Name *
Last name*
Email address
Password
Must be minimum of 8 characters. A strong

password should contain a mix of letters,
numbers and symbols.

Password again

turreted

[=]
o ( ReCAPTCHA
o

Capitalization is NOT important. By entering the words
displayed, you help Sophos prevent spam and hacking
attempts.

© Continue

B- m “Continue”: M(t email active taikho ns) g i &nEmailclang iqu ntr#

Ki m tra email va click vao link active tai kho n

Login vao tai kho n b. ng link: https://secure2.sophos.com/en-us/mysophos/login.aspx
(c6th timlink / trang ch! Sophos.com, / giOa, phia trén cung)

Vao Account Profile sau khi login, Click nut “Add Product License Credentials”

Nh$p Username va Password t* LICENSE phia trén vao

Lucnayng iqu ntr#coth download ph nm mt* link sau (c6 th th-y trong menu
Support — Updates/Download): http://www.sophos.com/en-
us/Sophos/Support/Downloads.aspx




Sophos Enterprise Console (sec_521 sfx.exe) :Ph nm maqu ntr¥phiénb n 5.x
Sophos Deployment Packager (sdp_121_sfx.exe) :Ph nm m t ogdicai tcho
may tr m

PureMessage for Microsoft Exchange : Ph nm m Anti-virus/Anti-spam cho Microsoft
Exchange

Safeguard Private Crypto : Ph nm m ma héa file chong idungcu”i

B Product: Sophos Endpoint Protection - Business

= Console

Export Private Store

Sophos Deployment Packager

Sophos Enterprise Console

Virtualization Scan Controller

=l Standaleone Installers
Endpoint Security and Control for Windows
Anti-Virus for Linux
Anti-Virus for Mac OS X

Anti-Virus for Windows 2000 and up

0

Groupware and Network Storage Protection
PureMessage for Windows Exchange

= Data Protection

SafeGuard PrivateCrypto

&( )+01 2 3&4..,0/

Link trial: www.sophos.com/en-us/products/free-trials/endpoint-protection.aspx

i nthéng tin theo form va s) nh$n c tai kho n trial 1 thang cung v i link download qua

5678% 9

Ki m tra thdng tin m inh-tt iwebsite Sophos:

http://www.sophos.com/en-us/support/knowledgebase/118620.aspx

Endpoint Protection

Sophos Anti-Virus for Windows
Sophos Client Firewall
Sophos Anti-Virus for Mac




Sophos Anti-Virus for Linux

Sophos Anti-Virus for UN

IX

Sophos Anti-Virus for Network Storage

Sophos for Microsoft SharePoint

Enterprise Console

Sophos Enterprise Console System Requirements

Virtualization platforrns supported

vSphere

VMWare ESX/ESXi

VMWare Workstation

VMWare Server

Hyper-V 2008

Citrix XenServer

X86 | x86 IA-64 IMinimum Minimum
Platforms supported 32- 6{1- (Itanlum) memory disk space
bit | bit 64-bit
Management server
Windows 7** v v
Windows SBS 2011** v
Windows Server 2008* v v
Windows Server 2008 R2* v
Windows Server 2003 and R2f v v
Remote caiséole

Windows 7 (including XP

v v
mode)
Windows SBS 2011 v
Windows Server 2008 v v 1GB/ 500 VB /
Windows Server 2008 R2 v 2 GB* 3 GB*
Windows Server 2003 and R2| v v
Windows Vista SP2 v v
Windows XP Pro SP3 v v

Databeses support

Maximum disk

space
SQL 2005, 2008, 2012*** v v No limit
SQL 2005 Express Edition v v 4 GB
SQL 2008 Express Edition v v 4 GB
SQL 2012 Express Edition*** | v v 10 GB

Platforms managed




Windows, Mac OS X, Linux, Solaris 9, 10 and 11 ¢MRC and Intel (i386)
HP-UX on ltanium 2
AIX 5.3, 6.1, and 7.1 on PowerPC

Hardware

2.0 GHz Pentium or equivalent
Languages supported
English, French, German, Japanese, Italian, Spafisiplified Chinese and Traditional Chingse

Notes

*** Database components from Sophos Enterprise Glens.2 and above are supported on SQL
2012 and SQL Express 2012. Earlier versions ofrgrite Console are not supported on this
version of SQL.

** Not supported by the NAC Management server

* Additional memory and disk capacity required fiastallation of NAC Manager

Cai .NET Framework 4.0 (tim va download t* Microsoft.com)

M/ céc port sau trén Windows Firewall : 8192, 8193, 8194 . C4c port trén ¢ n thi&t
lién| c gi0a Console va Sophos endpoint software.

Quatrinhcai ts) tl ( ngcai SQL Server 2008 Express (tr ngh pkhbéngs d ng
SQL server riéng)

Quatrinhcai ts) tl ( ng cai Microsoft Message Queuing (MSMQ)

Inbound Firewall Rule

Inbound rules
TCP ports: 8192, 8193, 8194
Scope: ANY IP ADDRESS ho c Local subnet (tuy méitr ng m ng)



" <
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File Action View Help

E__ Server Manager

«s|m= Hm

=N Server Manager "
.7} j > Roles
Features
ﬂ ? Diagnostics
= Ff} Configuration
® g Task Scheduler
S| Windows Firewall with Adve
Inbound Ruies
3 Outbound Rules
¥4 Connection Security Ru
# %, Monitoring
f %, Services
aj WMI Control
@ &5 Storage

c khi ti&n hanh cai

(Windows 2008/2012)

Inbound Rules

Group

Pro

m\os Enterprise Console

0 Active Direchavis Dassin Cankeallav

€ Active Dire
& Active Dire
@ Active Dire
'Q-Active Dire
'Q'Active Dire
‘Q'Active Dire
‘Q'Active Dire
‘Q'Active Dire
*Q'Active Dire
*@'Active Dire
‘Q'Active Dire
*Q'Active Dire
@ BranchCac
@ BranchCac
@ BranchCac
@ com+ net
@ com+ Rer
*O'Core Netw
‘Q'Core Netw
0 Core Netw

General

r— Protocols and ports

Crbhn Naninck {TERAN

Programs and Services |

Protocols and Ports | Scope I

o Active Dire Sophos Enterprise Console Properties

Advanced |

Computers

e Protocol type:
Protocol number:

Local port:

Remote port:

Internet Control Message Protocol
(ICMP) settings:

-
I EE

I Specific Ports :]
|8192-8194

Example: 80, 443, 50005010

| anPorts |
|

Example: 80, 443, 5000-5010

© Core Netw,
@ Core Netw
@corenetn L
‘Q'Core Netw
‘Q’Core Netw
‘Q'Core Netw
'Q’Core Netw
‘@'Core Netw
‘@'Core Netw

N more 3 it

t,c nt otaikho nng

and

ts

All

A bissn Divackavis Damsin Caviicas Al

i dung b. ng SERVER MANAGER

H ngd nt o Account: http://www.sophos.com/en-
us/support/knowledgebase/113954.aspx

Database account

v c!a SQL Server.
Password Never Expired
Khoéng thay 2 isaukhicai t

(0]

O O O O O

(0]

ttén co th

: tai kho n dung

la: SophosManagement

Coth khéng ¢ nquy n Administrator.

C6 kh n+ng logon vao may ch! cai Sophos Enterprise Console
Co tén UPN (User Principal Name) n&u mai tr
Cbé quy nghivaoth m c\windows\temp\

Update Manager account
share, n3i ch4a update source.

o Password Never Expired

0o Khoéngthay 2isaukhicai t

(0]

t tén co th

: tdi kho n dung

la: SophosUpdateMgr

k& n"i &n database, va dung

ng Domain

kh/ i ( ng d#h

cac sophos endpoint k& n"i & n folder



0 CoOth khéng c nquy n Administrator.

Cé6 tén UPN (User Principal Name) n&u mditr ng Domain

o CoOquy nghivaoth m c \Server-SEC\SophosUpdate\ (th m c ch4afile
update c! a Sophos Enterprise console m ¢ #nh — Server-SEC la server name)

o

! >H# >7? ?268#6>? > ?
+ ng nh$p vao may ch! v iquy n Local Admin ho ¢ Domain Admin.
Click 6ivao goicai t:sec_bxx_sfx.exe
Man hinhcai thi nranh bénd i

[,/ Sophos Endpoint Security and Control 10.0 Network installer [E=RE= X ]
SOPHOS This download installs Sophos Enterprise Console 5.1 and Sophos Update Manager 1.3
This allows you to deploy and manage Sophos Endpoint Security and Control across
your network for:

Windows 2000 or later
Windows 95/98
MacOS X

Linux

UNDUNetware

See the release notes for full system requirements.

’T\ thw muc gidi nén

Destination fetffer

v Browse... |

Installation progress

—(—»mu ] [ Cancel
Click nut Install
[:] Sophos Enterprise Console 5.1.0 Installer ﬁ
SOPHOS Welcome to the Sophos
Enterprise Console 5.1.0
Installer

The program will install Sophos Enterprise Console 5.1.0
on your computer.

—
‘ To continue, click Next.

WARNING: This program is protected by copyright laws
and international treaties.

Back ; Next > ; Cancel

Click Next



m Sophos Enterprise Console 5.1.0 Installer u

License Agreement [_\' .
Please read the following license agreement carefully. '

-~

SOPHOS END USER LICENSE AGREEMENT

m

| |Please read carefully the following legally binding License
Agreement between Sophos and Licensee (as defined below)
for the Products defined below. By selecting the accept option,
breaking the seal on the software package or installing,
COpying or otherwise using the Products, Licensee
acknowledges that Licensee has read, understands, and
aarees to be bound bv the terms of this License Aareement. If

1 the terms in the license agreement |
| () Ido not accept the terms in the license agreement

-

< Back ][ Next > ][ Cancel ] |

Click ch, n “l accept...” va Next

Installer s) ki mtrayéuc uh th"ng, vathoéng bdonh b ng sau:

Bl Sophos Enterprise Console 5.2.0 Installer x|

System Property Checks

Sophos Enterprise Console has checked the properties of your system. h

t!j‘l‘he Computer Browser service is not running on this computer. The "discover comput «
®We recommend that you restart the computer before installing Sophos Enterprise Col
@You are an administrator on this computer.

@The SYSTEM account can impersonate other accounts.

@The computer name does not exceed 15 characters.

@The computer has only one network adapter.

@The computer has at least 2 GB RAM.

@The operating system can support more than 4000 dients.

@Sophos Remote Management System is not installed. -
‘ -~ L} ~-_A S -~ 1 - » S . an L} l HJ
For more information, see KB artide 113945.

< Back Next > Cancel




V ithdng bao trén, may ch! ¢ n b$t “Computer Browser Service” vakh/ i ( ngl itr

t.

B$t “Computer Brower Service” b. ng cach sau:

- Vao Administration Tools -> Services -> Computer Browser

- Click ph i Computer Browser Service -> Properties -> Startup Type = Automatic

- Click Apply -> Start service.

), Services

File Action View Help

e mEc=Hml > = nw

&, Services (Local) £} Services (Local)

Computer Browser

Description:

Maintains an updated list of computers
on the network and supplies this list to
computers designated as browsers. If
this service is stopped, this list will not be
updated or maintained. If this service is
disabled, any services that explicitly
depend on it will fail to start.

Name ~ I Descriptio
(4 Application Experie... Processes
4 Application Identity Determine
4 Application Informa... Fadilitates
(. Application Layer G... Provides s
(. Application Manage... Processes
4 Background Intellig... Transfers
< e Filtering Engine  The Base

(4 Certificate Propaga... Copies ust
(% CNG Key Isolation The CNG
{;.COM+ Event System  Supports !
.. COM+ System Appl... Manages
% Computer Browser  Maintains

(/. Credential Manager  Provides s
{4, Cryptographic Serv... Provides f
4 DCOM Server Proc... The DCON
4 Desktop Window M... Provides [
4 DHCP Client Registers

£, Diagnostic Policy Se... The Diagn
(4 Diagnostic Service ... The Diagn
(4 Diagnostic System ... The Diagn
£+ Disk Defragmenter Provides [
(/. Distributed Link Tra... Maintains

4 Distributed Transac... Coordinat
4 DNS Client The DNS ¢

Computer Browser Properties (Local Computer)

Servicename:  Browser
Display name: Computer Browser
Description: intains an updated list of computers on the -
’ and supplies this list to computers j
Path to executable:
C:\Windows\System32\svchost exe % netsvcs
Startup type: Automatlc ¥ I
Service status:  Stopped
Start | Stop I Pause Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters; I

c khi cai

[ ox |




[l Sophos Enterprise Console 5.1.0 Installer u

Destination Folder

Click Next to install to this folder, or click Change to install to a different folder. L]}

Install the selected components to:

~~—
]

|~
H/J C:\Program Files\Sophos Change...

Space Required:410.19 MB

Space Available:16.89 GB

\
| <Back "_%a> | | cancet |

Click NEXT (ch,nth m cdefault c!aph nm m, khdng nén 2ith m c khac)

[nl Sophos Enterprise Console 5.1.0 Installer

Components Selection
Select the components you want to install on this computer.

anagement Console
Manages Sophos software on networked computers.

}
andles updating and communication for Sophos software on networked
| computers.

Anagement Server

| \
———|—

4

Ch,nc 3 Components. Tr ngh p nay SQL Server 2008 Express S) c cai chung n&u



Il Sophos Enterprise Console 5.2.0 Installer 5]

Specify the user account for database access. h

Select the SQL Server instance on your local computer to be used by the Sophos
database.

(" Use an existing instance: | _:I
(¢ Create a new instance called 'SOPHOS'

Spedify the user account for database access. For more information, Article 113954,
User name: Iwmm?wt Browse... I

pmd: i LA L AL L L L]

< Back Next > Cancel

Ch, n Create a new instance called ‘SOPHOS’
Click Browse...  ch, n Database Account (SophosManagement &t o bén trén)

Click Next va ch, n port 8089 lam m ¢ #nh chung.



il Sophos Enterprise Console 5.2.0 Installer

Communication Setting
Please select the port to connect to the Management Server.

Click Next

Bl Sophos Enterprise Console 5.2.0 Installer

Sophos Update Manager Credentials
Specify the account details for Sophos Update Manager.

Ch, n Account danh cho Sophos Update Manager, dt o/ b ctr c.

Click Next



Il Sophos Enterprise Console 5.2.0 Installer ll

Manage Encryption m
Select whether to manage encryption. 11

You can use Enterprise Console to manage new or existing Sophos
encryption software on your endpoint computers.

NOTE: If you do not plan to use Sophos encryption, or want to use a
different Sophos tool to manage it, select "Do not manage encryption”

(¢ Manage encryption

" Do not manage encryption

< Back Next > Cancel

Ch, n qu nly Encryption hay khéng. Cac gbéi s n ph' m sau cé Manage Encryption:

Sophos EndUser Data Suite
Sophos Complete Security Suite

Click Next

N&u c6 Manage Encryption, I1a ch, ncaim iho c cai nang c-p t* version c5.
Ch,ncaim i.



il Sophos Enterprise Console 5.2.0 Installer

Sophos Encryption
Select which type of installation to manage.

Click Next

Ch,nv#trith m c| u Certificate backup (dung chotr ngh pcail i, restore Sophos
Enterprise Console
t password cho Certificate, ghi | i password nay.

Bl Sophos Enterprise Console 5.2.0 Installer

Back Up Certificates
Back up the new certificates.

Click Next



Llach,nsl %ngyhaykhdongvi cg ibaocadov Sophoscacs" | ngmaytinh ang
c qu nly va khdéng cqu nlytrong h th"nghangtu n.

Bao cdo nay khdng xac #nh, thu th$p b- t k6 théng tin c! a may tinh nao.

Sophos khdng dung bdo cdo nay  xac #nh cong ty c! a khdch hang tr* khi khach

hang yéu ¢ uvag ithéng tin tai kho n download / hay email lién h

Vi cg ireportc6th ng*ngl ib-tk6 lic nao trong ph n settingc!aph nm m

Sophos Enterprise Console

Sophos Enterprise Console 5.2.0 Installer x|

Feedback to Sophos .
Please read the following carefully. "

Enterprise Console will send Sophos a report each week. This report will show the number
of managed and unmanaged computers on your network, as well as information about the
operating systems and Sophos products that are in use.

The reports will not identify individuals or specific computers. Sophos will not use the
reports to identify your company unless you provide us with Sophos download user name
and/or contact email address.

You can stop sending reports at any time by changing your Enterprise Console settings.

[V 1agree

< Back Next > Cancel

Ch, n “l agree” (khdng b7t bu(t) va click Next

Nh$p thdng tin tai kho n download (trong license file, ho c trial account)
Cé th tr* ng, khéng ¢ n nh$p, va s) nh$p sau.



Click Next

Click Install va theo ddi qua trinhcai t. M ¢ #nh m(ts" goi ccainh sau



Microsoft Message Queuing
.NET Framework 4.0
SQL Server 2008 R2 SP1 (Express)

Sau khicai  tthanh céng, ph nm myéu ¢ u log off may ch! .

Click Finish v i tay ch, n “Log Off Now”



K&t thac qua trinh cai  t Sophos Enterprise Console.

= @ 6;A 65 ?B#

=" C#S$ % ># >7? ?26#6>? > ?
+ ng nh$p vao may ch! Sophos Enterprise Console

M/ ph nm m Sophos Enterprise Console:
Start -> All Programs -> Sophos -> Enterprise Console

Sau khim/ ph nm m,n& b ¢ nh$p User/Pass download luc cai
trinh Download Security Software Winzard c hi nth#nh sau

t

c

tr" ng thi quéa



Click Next

Nh$p User/Pass download c! a License



Ch, n No va Click Next sau 6 ch, n cac Platforms ¢ ncai t: Windows, Linux...



Click Next => Ch, n c6 download ph n m m Encryption hay khéng.

Click ch, n Encryption trong tr  ng h p dung g6i CSS va EDS

Click Next

Click Next



Ch, n “Set up groups for your computers” n& méitr ng h th"ng cé Active Directory.

Click Next

Click Finish

B ng giao di n Sophos Enterprise Console hi nra



=" B> A?67 # 76
Click nut Discovery Computers / géc trai phia trén Sophos Enterprise Console

Cé4l1lach,n thlchi nphéathi nmaytinhtrong h th"ngm ng



D #E 67> 67

S d ngcodng ¢ DataBackupRestore.exe ikemtrong SEC saol uvakhéiph c céc thdng
tin sau c! a SEC:

Databases.

Registry settings.
Account information.
Configuration files.

Céc | uyquantr, ng

DataBackupRestore.exe:
0 "C:\Program Files (x86)\Sophos\Enterprise Console\"

0 S dngcmd.exe ch ych3 ngtrinh
Khéng backup ¢ Database n. m ngoai may ch! SEC.

Th m c ch4a file sau khi backup:
0 C:\ProgramData\Sophos\ManagementServer\backup\

Céccaul nhs d ng

| want to... Command

backup everything | DataBackupRestore.exe -action=backup



restore everything |DataBackupRestore.exe -action=restore

backup just the

DataBackupRestore.exe -action=backup -datasourcetyp e=database
database

backup everything | DataBackupRestore.exe -action=backup -datasourcetyp e=all -
but the database |ExcludeDB

restore just the

DataBackupRestore.exe -action=restore -datasourcety pe=database
database

restore everything |DataBackupRestore.exe -action=restore -datasourcety pe=all -

but the database |ExcludeDB

Vid Backup exclude Database:

Th m c ch4a backup



Copy val utrO cac filetrongth m c backup/ ngoai.

F < G H B?# 7?2 # ?2"?1?
S d ngfile “sdp_121 sfx.exe” (Download / Sophos Portal ho ¢ CDROM), extractra/ 8aC
xong r%ch vy file DeploymentPackage.exe

- Source Folder : la folder SophosUpdate, th ngnh / ng d ntrong hinh
- additional setup parameters
-crt R =>t1 ( ng remove cac ph nm m ko t3 ng thich.

-g “Sophos\PC” => add vao group PC c! a server Sophos. Anhc ngd ung chO hoa-
th  ng c! a server va group name. N&u sai, may tinh cai ts) n. m trong Unmanaged

group.
- Output package :th m cxu-trafilecai t
- Cacthdongs khac:

+ ch, n tinh n+ng remote management,

+ ch, n firewall cho gdéi cai/ windows 7,8, XP (khéng ch, n cho windows 2008/2012/2003)

+ Ch,ncai tsilent: kothéng bdo giv quatrinhcai t, click 6ivao file exe, t1 ch y.



- B- m build Package.

S d ng DOS command

DeploymentPackager.exe -cli -mng yes —scf -cidpath
“C:\SophosUpdate2\CIDsS\SO00\SAVSCFXP” -sfxpath “C:\  Sophos\Installation
Package\1fly” -crt R -g "Server-Sec\NTSD\Test"-sn 0 -ni no



